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Just a very few years ago, RAID was an expensive option. That's all changed, and
today anyone with high disk performance needs or concerns about data reliability
should consider some sort of RAID configuration.

RAID means "Redundant Array of Inexpensive Disks". There are basically 5
defined levels of RAID:

RAID 0

Striped disks. Highest performance, but no redundancy, and therefore really isn't
RAID at all. Very seldom used because of the reduced reliability: if one drive fails,
the entire array fails.

However, it is the concept of striping that is important to understand: rather than
writing a data to sequential blocks on one drive, each subsequent block is written
to the next physical drive. This gives great read performance because multiple
drives work on getting their portion of the data, thus delivering it back to the

computer much faster than one drive alone could.

To the OS and to the user, a striped RAID drive looks like ONE larger drive. Indeed, in
hardware RAID implementations, you wouldn't know at all that this was not just one big
disk without special software provided by the RAID manufacturer. Note that there is
nothing special about the disk drives themselves: it is the disk controller that provides the
abstraction that makes the striped drives look like one drive.

e RAID 1

Mirrored disks. Each drive has a twin and all data is written to both drives, and can be
read from either drive. This increases read performance and, if accomplished by
hardware rather than software (see below) has no adverse affect on write performance.
There's no striping here; the read gain is only due to the fact that the controller can read
from whichever drive is less busy or whose heads are closer to the data. In the event of
one drive failing, the twin drive is immediately available with little perfomance
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degradation. When the failed drive is replaced, the new drive is rebuilt by reading data
from the good drive.

On very high end configurations, the twin can also provide a "snap-shot" ability, where
writes to one of the twins are temporarily turned off so that a backup can be done as of
that moment in time while continuing to allow writes to the other drive. This feature is
often found in software configurations (see Veritas Volume Manager) or high end
hardware/software combinations, but not in the inexpensive segment of the market.

In both hardware and software implementations, it is possible to have more than one
mirror for data that is really critical. While expensive, this provides even greater scurity
against catastrophic failure and (with properly designed software/firmware) continues to
increase read performance for each mirror added.

This mirroring can be combined with RAID 0, giving striped disks that are mirrored.
Although this offers the high performance of RAID 0 and redundancy, it is much more
expensive and typically not seen except in environments where cost just doesn't matter.

RAID 2

Seldom implemented. This is striping, but with some drives storing ECC data. As all
modern drives implement ECC information themselves, there's no particular advantage
to this configuration.

RAID 3

Stripes data across multiple drives, but dedicates one drive to parity information. Data is
read from all drives at once. This uses the imbedded ECC data to detect errors, and
recovers data using the parity information. RAID 3 can give high performance in
dedicated situations where large amounts of data need to be read quickly. It requires
synchronized spindle drives and really doesn't perform well in multi-user situations and
therefore is not usually seen except in unusual and very specialized circumstances.

The concept of parity utilizes the mathematical properties of the XOR (Exclusive OR).
You can see how this works by using the Javascript Bit Twiddler. For example, if you
XOR the values 12 and 15, you'll get 3. If you XOR 3 (the result of your first XOR) with
either 12 or 15, you'll get the other value. That "3" would be the parity information that
would be used to reconstruct the "12" or the "15" if each of those represented data stored
on a different disk. The XOR is a very quick operation, handled directly by the CPU. but
of course it does involve some overhead, so writing involves both an extra calculation
(the XOR) and another disk write (the disk write is concurrent with the other writes
though, so that really doesn't hurt anything).

If a drive fails, the controller provides the "missing" data by calculating it from the data it
does have: the other data drive(s) and the parity drive. This is, of course, slower than
reading it from the disk would be.

This also suffers badly on write performance because the parity drive will need to be
written constantly, making it impossible to overlap multiple writes.
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o RAID 4

Very similar to RAID 3, but allows individual drives to be separately read. It has no
particular advantage over RAID 5 and the disadvantage of a dedicated parity drive.

e RAID 5

This is a popular configuration offering excellent read performance and high reliability.
The concept here is to have parity data, but to spread it over all the drives. This lets
writes overlap because typical small writes access one data drive and one parity drive. If
another write is accessing a different set of drives, the two writes can be done in parallel,
which is not possible with a dedicated parity drive as described above. This requires a
minimum of 3 disk drives, and more is better. RAID 5 is less expensive than mirroring (for
equivalent storage), can provide very fast reads, particularly with more than 3 drives, and
can survive a single drive failure. The disadvantage is that write performance is not as
good (but most applications do much more reading than writing) and that in the event of
failure, both read and write performance suffer due to the overhead involved in
reconstructing data from parity information.

Recently, non-official designations such as RAID 6 have been offered at the very high
end of the market. These are really just RAID 5 implementations but with multiple parity
writes, so that the array can withstand the failure of multiple drives simultaneously.
Obviously only very high end systems need such redundancy.

As alluded to above, RAID can be implemented in hardware or software. There can also be
configurations that are really both: Sun's high end RAID products are tightly coupled software
and hardware.

It used to be that RAID was always SCSI based. That's no longer true; inexpensive IDE RAID
configurations are now available. They are not going to have the performance characteristics
of a SCSI design, but they cost less, and certainly would give good value for the money.

Was this information valuable to you? Consider making a contribution to help pay for the costs
of bringing it to you.
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We do appreciate being advised of any such use: Email: tony@aplawrence.com.
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