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Configuring Snapgear Router as a Firewall

By default the snapgear has an IP address of 192.168.0.1

Configure your pc or server to an address on this network, and open the IP in a web
browser

Click on Network Setup on the left.
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Netwo Welcome to the CyberGuard unit!

To begn configuring your CyberGuard unit now, use the menu to the leff, or the

Ouick Setup Wizard

IEyou have not yet registered your CyberGuard unit, please be sure to register
online so that you don't miss out on software upgrades, new feature
announcements, and the ability to take full advantage of your warranty. Please visit
the registration site today! While registering, why not increase your warranty period
to four years to protect vour mvestment?

The CyberGuard Team
www. cyberguard com

hitp:/f192.168.0.1 /cgi-binfconfigPpage=5

You should now be prompted for a username and password. The default username is
root, and the password is default.

After logging in, you will be prompted to change the password. Do so now. Configure
the password to the standard Root password for a linux server.
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CyberGuard Unit Password

Set Unit Password

The CyberGuard Unit Password restricts access to the CyberGuard Configuration
TWeb Pages. Tou may now set this password by filling in the fields below.,

New Password:

t
Confirm Password: m




6. Click Apply. This will take you to your interface configuration screen.
7. On LAN, click the drop down menu and choose Edit Current Settings. Since you just
changed the password, you will be prompted for the username and password again..
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Connections Routes Load Balancing Advanced
1\?:5:2 II)\TE::: Configuration
LAN ethd  [Direci LA 192 166 1,254 v
— Toternat ethl  DitectLAN 192.168.1.254
COMI w30
Change to Bridged LAN
Done
8. Type in the LAN IP and subnet for the router. This will usually be
192.168.1.254/255.255.255.0. Then click Apply, and Reboot Now.
) $6300 Management Console - Mozilla Firefox CE
File Edt Wew Go Bookmarks Tools  Help [+]

@ 5 - @ @ |1 httpiff192.168.0.1fcgibinfeonfigrpage=s2

P Getting Started B Latest Headines
ME=@ Network Setup

Networking Connections Routes Load Balancing Advanced

Reboot

The CyberGuard unit's start script has been modified to inchide the changes
Eefore these changes can take effect the unit needs to be rebooted

(Warning: If you changad the IF address that the CyherGuard unit uses for
remote Web Page Configuration you will need to point your broveser at the
new address to continue configuration)

LAN IP Configuration

Port MName, LAN

MAC Address 00:D0:CF-04:24:A8

DHCF assigned: O

TP Address [ Netmask: |192160.1 254 }{265.255265.0

Gateway Address
(optiona)

DS Server(s)

(a2 192.166.160.3, 133.45.67.3)

System




9. Input the new IP address in your web browser, then click on Incoming Access.
10. You will be asked to login. This is root, and the password you setup earlier.

11. Make sure that both columns (telnet and web) are checked for the LAN Interface, neither
are checked for the Dial-in Interface, and that Web is checked for the WAN Interface.

Put a check in Accept Echo Requests, then click Apply.
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Administration Services CyberGuard Web Server

Administration Services

By default the CyberGuard unit runs a web administration service and a telnet
service. You can enable these services on specific interfaces by checking the boxes
below.

TWarnmg, Disabling all of the services waill make fiture configuration changes to the
unit impossible without a factory reset.

Web
Telnet
(http)
LA Interface
Internet Interface [

Dial-in Interface [ [

Select which ICMP messages will be accepted on the Internet interface
Destination unreachable ICMP messages will always be accepted.

Accept protocol unreachable:
Accept eche request (incoming ping):

Done

12. Click on Packet Filtering on the left. Then click on Service Groups at the top.

13. Create a New service called SSH Service. Choose the Check box next to SSH and click

Apply.
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Service Groups Addresses Bules NAT
New Service Group
Mame ‘Eash service

Doman (TCF):
Domain (UDP)
FTP:

FTP Data
HTTP (Web)
HTTPS:
InAPS (E-Mail)
RC

NHNTP (MNews)
TP (Time)
POP3 (E-Mal)
SMTP:

SSH:

Telnet

OFO0DOO0O0OO0OOoOooOoOoa

Other TCP Ports: |
Other UDP Ports:

Done




14. Click on Addresses at the top, and add a New Address. Call it Advantage Server
Address, and put in the IP of the Advantage Server (usually 192.168.1.1), then click

Apply.
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New Address
Tou can define an address using either the DIS hostname, or the IP address

To define an address using the DIVS hostname, enter the DINS hostname in the
name field, and leave the IP address field empty.

To define an address using the IP address, fill in the IP address field. The name
field iz optional, and will only be used as a description of the address

MNarne: |Advantage Sgrver/-\dd\:

IP Address: 19216811 ]

15. Click New name it Advantage Support Address. This will be our Internet IP Address,
which is 12.148.134.14. Click Apply to save.
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Networking Service Groups Addresses Rules AT

New Address
You can define an address using either the D13 hostname, or the [P address

To define an address using the DS hostname, enter the DS hostname in the
name field, and leave the IP address field empty.

To define an address using the IP address, fill in the TP address field. The name
field is optional, and will only be used as a description of the address

Name (Advamage Support Adyg
TP Address:

16. Click on NAT at the top, then Destination NAT



17. Set the Name to SSH Access for ABCS. The Incoming Interface is Any, Source Address
you should choose Advantage Support Address, Destination Address should be the
Internet Port, Destination Service should be SSH Service. After the packet: To
Destination Address should be Advantage Server Address, and To Destination Service
should be unchanged. Ensure there is a check for Create a corresponding incoming
ACCEPT firewall rule, and click Apply to save.
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M @ Packet F]lterlng
Service Groups Addresses Eules NAT
Source AT Destination AT Ttol
New Packet Filter NAT
Enable:
Drescriptive Mame SSH Arccess for ABCES
Watch Packets with the following
Tncoming Interface: | Ay :'
Source Address: | Advantage Support Addhress v |
Destmation Address: ;__Internet Port- Direct Internet 172.16.1.1 ;
Destination Services: ssh senvice V
Alter the packet
To Destination Address: | Advantage Server Address v |
To Desinaion Servic (Uncranged 9]
Create a corresponding incoming
ACCEPT firewall rule 7:
v

18. Label the LAN and WAN IP Addresses to the Snapgear device and box.



