Configuring Snapgear Router as a Firewall and VPN
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By default the snapgear has an IP address of 192.168.0.1

2. Configure your pc or server to an address on this network, and open the IP in a web

browser
3. Click on Network Setup on the left.
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Mf@ CyberGuard Management Console

Netwo Welcome to the CyberGuard urit!

To begin configuring your CyberGuard umt now, use the mem to the lefl, or the

Ouick Setup Wizard

IEyou have not yet registered vour CyberGuard unit, please be sure to register
online so that you don't miss out on software upgrades, new feature
announcements, and the ability to take full advantage of your warranty. Please visit
the registration site today! While registering, why not increase your warranty period
to four years to protect vour mvestment?

The CyberGuard Team
www.cyberguard com
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4. You should now be prompted for a username and password. The default username is

root, and the password is default.

5. After logging in, you will be prompted to change the password. Do so now. Configure

the password to the standard Root password for a linux server.
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CyberGuard Unit Password

Set Unit Password

The CyberCuard Unit Password restricts access to the CyberGuard Configuration
TWeb Pages. You may now set this password by filling in the fields below,

New Password:

p
Confirm Password. m
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6. Click Apply. This will take you to your interface configuration screen.
7. On LAN, click the drop down menu and choose Edit Current Settings. Since you just
changed the password, you will be prompted for the username and password again..
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A;RD Network Setup
Connections Routes Load Balancing Advanced
1\?:5:2 II)\TE::: Configuration
LAN ethd  [Direci LA 192 166 1,254 v
— Toternat ethl  DitectLAN 192.168.1.254
COMI w30
Change to Bridged LAN
Done
8. Type in the LAN IP and subnet for the router. This will usually be
192.168.1.254/255.255.255.0. Then click Apply, and Reboot Now.
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%=@ Network Setup [

Connections Eoutes Load Balancing Advanced
Reboot

The CyberGuard unit's start script has been modified to inchide the changes
Before these changes can take effect the unit needs to be rebooted

(Warning. If vou charged the IF address that the CyvberGuard unit uses for
remate Web Fage Configuration you will need ic point your browser at the
new address to continue configuration)

LAN IP Configuration

Port Mame: LA

MAC Address 00D0:CEF:04 248 A8

DHCF assigned: O

TP Address / Netmask: [192160.1254 {265,255 255.0
Gateway Address =

fopianal)

DIT3 Server(s):
(.22 192.165.160.2, 133.45.67.3)




9. Input the new IP address in your web browser, then click on Incoming Access.
10. You will be asked to login. This is root, and the password you setup earlier.

11. Make sure that both columns (telnet and web) are checked for the LAN Interface, neither
are checked for the Dial-in Interface, and that Web is checked for the WAN Interface.

Put a check in Accept Echo Requests, then click Apply.
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Administration Services CyberGuard Web Server

Administration Services

By default the CyberGuard unit runs a web administration service and a telnet
service. You can enable these serwices on specific interfaces by checking the boxes
below.

Warmng: Dizabling all of the services will make fiture configuration changes to the
unit impossible without a factory reset.

Web
Telnet
(http)
LA Interface
Internet Interface [

Dial-inInterface [ [

Select which ICMP messages will be accepted on the Internet interface
Destination unreachable ICMP messages will always be accepted

Accept protocol unreachable:
Accept eche request (incoming ping):

Dane

12. Click on Packet Filtering on the left. Then click on Service Groups at the top.

13. Create a New service called SSH Service. Choose the Check box next to SSH and click

Apply.
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Service Groups Addresses Eules NAT
New Service Group
Iame ‘Essh senvice

Doman (TCP):
Domain (TDP):
FIP:

FTP Data
HTTP (Web)
HTTPS:
TMAPS (E-Mail)
IRC

NHNTE (Mews):
TP (Time)
POP3 (E-Ial)
SMTP

S5H:

Telnet

5 o o o A A o

Other TCP Perts: |
Other TDP Ports: |




14. Click on Addresses at the top, and add a New Address. Call it Advantage Server
Address, and put in the IP of the Advantage Server (usually 192.168.1.1), then click

Apply.
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CYBERGEARD

Networking

Al @ { @ |0 http/j192.186.1 254/cgrbinjconfigipage=71

Service Groups Addresses Rules

New Address

name field, and leave the IP address field empty.

MNatne: |Advantage SENE!’Add\:

IP Address: 19216811 ]

Tou can define an address using either the DN hostname, or the IP address.

To define an address using the DIVS hostname, enter the DIVS hostname in the

To define an address using the IP address, fillin the IP address field. The name
field is optional, and will only be used as a description of the address

NAT

15. Click New name it Advantage Support Address
which is 12.148.134.14. Click Apply to save.
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Networking

Packet Filtering

Service Groups Addresses Rules

New Address

. This will be our Internet IP Address,

AT

Dione

You can define an address using either the D3 hostname, or the IP address.

To define an address using the DS hostname, enter the DINS hostname in the
name field, and leave the IP address field empty.

To define an address using the IP address, fill in the TP address field. The name
field is optional, and will only be used as a description of the address

Mame: (Advantage Suppaort A
TP Address: [1214813414

16. Click on NAT at the top, then Destination NAT



17. Set the Name to SSH Access for ABCS. The Incoming Interface is Any, Source Address
you should choose Advantage Support Address, Destination Address should be the
Internet Port, Destination Service should be SSH Service. After the packet: To
Destination Address should be Advantage Server Address, and To Destination Service
should be unchanged. Ensure there is a check for Create a corresponding incoming
ACCEPT firewall rule, and click Apply to save.
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CYBERG=ARD

3 56300 Management Console - Mozilla Firefox

File Edit Yew Go Bookmarks Tools Help

G- - & ) Q) [ meioa.ies. . 2scrbinicontigrpage=75

Packet Filtering
Service Groups Addresses Eules NAT
Source AT Destination AT Ttol
New Packet Filter NAT
Enable:
Drescriptive Mame SSH Arccess for ABCES
Watch Packets with the following
Tncoming Interface: | Ay
Source Address: | Advantage Support Address v |
Destmation Address: ;__Internet Port- Direct Internet 172.16.1.1

Destination Services:

Alter the packet
To Destination Address:
To Destination Service:

Create a corresponding incoming
ACCEPT firewall rule 7

| ssh service v |

| Advantage Server Address (v |
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18. On the left hand side, Click on IPSec.
19. Verify that Enable IPSec is checked, and This SnapGear has a Static IP Address is

chosen.
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O Metwork SetuE
@ DHCP Server

@ QoS Traffic Shaping

@ Incoming Access
@ Packet Fitering
@ Rues

@ Intrusion Detection
@ Access Control

@ DDTE VPN Client

@ PPTP VPN Server
@ L2TP VPN Client

@ LITP VPN Server
O Plec

@ CRE Tumnels
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IPSec VPN Setup

General Settings Add new Tunnel Certificate Lists

IPSec General Settings

[¥]Enable IPSec
This SnapGear has a | static IP address
[0 8et the IPSec MTU to be |

VEIPSED endpoint.

Tunnel List

IPSec is not running. No tunnels have been configured

Eefresh
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20. Click on Add new Tunnel, and name it ToCity where City is the name of the city the
other snapgear is in. All other settings should remain the same, but you can verify them:
Enable this Tunnel should be checked, This Tunnel goes out on the: default gateway
interface, This tunnel will be using: Main mode Automatic Keying (IKE), The remote
party has a: static IP address, Authentication used: Preshared Secret, The local party is a:
single network behind this SnapGear, The remote party is a:single network behind a

gateway, and This tunnel is to: be a route to the remote party. Then click Continue.

NOTE: All references to remote location is remote to the snapgear, not to the server. If this snapgear is at a customer’s
remote location, this will be referring to the MAIN location. All References to Local is the location of the snapgear.
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IPSec VPN Setup

El

General Settings Add new Tunnel Certificate Lists
Tunnel Settings
0 Networl Satu}g
@ DHCP Server
P m}‘ Tunnel name: ToBigSandy
Qof Traffic Shaping T
Enable this tunmel:
(FIREWALL D This tunnel is to go out on =
5 default garzway merizce v
@ Incoming Access . —_— —_—
@ Daskst Filieri This turmel will be wsing hain mode Automatic Keying (IKE) ~|
acket Filtering —_—
@ Rules The remote party has a static IP address |
Authentication used. Preghared Secret “|
@ [Intrusion Detection L : — .
@ Access Contral ARGllees et o | singlenenwotichehine thie:Shaptear ]
The remote party is a: | gingle network bhehind a gateway. B8l
_ This tunnel is to: be & route to the remote party. v'
@ DPTP VPN Clhent
o B LB

@ L2TP VPN Client
@ L2TP VP Server
O PSec

@ GRE Tumnels
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Done:




21. On Local Endpoint Settings, Ensure that Initiate the Tunnel from this end is checked. Set
the Optional Endpoint ID to host@companyname for the host location, or
city@companyname for remote location. Enable IP Payload Compression and Dead Peer
Detection can both be unchecked. Delay should be 9, and timeout of 30. Enable Phase 1
and 2 rekeying from this end: should be checked. Click Continue.
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@ Network Setup
@ DHCP Server

@ QoS Traffic Shaping

[PSec VPN Setup

General Settmgs Add new Tunnel

Local Endpoint Settings

Initiate the tunnel from this end:
Optional Endpoeint ID

Enable IP Payload Compressien:
Enable Dead Peer Detection:

@ Incoming Access Delay (s}
@ Dacket Filtering Timeout (5)

@ Rules Enable Phase 1 & 2 rekeying to be mitiated from my

@ Intrusion Detection end
@ Access Control

@ DLTP VPN Client

@ PPTE VPN Server
@ LoTP VPN Chent

@ LITP VPN Server
O IPSec

_—_

Certificate Lists

i’hust@advamag e

O
O

|a
[30

Done

22. Remote Endpoint Settings: In The Remote party’s IP address: put in the internet IP
address of the remote location. Set the Optional Endpoint ID to host@companyname for

the host location, or city@companyname for remote location.
NOTE: All references to remote location is remote to the snapgear, not to the server. If this snapgear is at a customer’s
remote location, this will be referring to the MAIN location. All References to Local is the location of the snapgear.
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@ Metwork Setup

@ DHCP Server
@ Qo3 Traffic Shaping

@ Incoming Access
@ DPacket Filtering
@ Rules

@ Intrusion Dietection
@ Access Control

(ven
@ DPTE VPN Client
@ IDTP VPN Server
@ LoTE VI Client
@ L2TE VI Server
C PSec

-

I[PSec VPN Setup

General Settings Add new Tunnel

Remote Endpoint Settings

The remete party's IP address: ‘127 871§414
Optional Endpoint T

?bigsandy@advamage

Certificate Lists
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23. Phase 1 Settings: Key Lifetime: should be 60, rekey margin: should be 10, rekey fuzz:
should be 100, Preshared Secret: should be advantagecomputers, and Phase 1 Proposal:
should be 3DES-SHA-Diffie Hellman Group 2 (1024bit). Hit Continue.
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IPSec VPN Setup

General Settings Certificate Lists

NG B

(NETWORKINGI 1., | Setrings
@ Hetwork Setup
@ DICT Server

@ QoS Traffic Shaping

(EREwALL
@ Incoming Access
@ Dacket Filtering
@ Rules
@ Intrusion Detection
@ Access Control

@ DPTP VEN Client

@ DDTP VEN Server
@ LOTP VPN Client

@ LoTP VPN Server
O Pec

Y

Add new Tunnel

Key etime (m). [0

Rekeymargin (m): WZ

Rekeyfuzz @4 [0 |

Preshared Secret: ;_@W

Phase 1 Proposal: ;ISDES—SHA-D\ﬂ\e Hellman Génup 2 (1024kit) \f
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Done

24. Phase 2 Settings: Key Lifetime: should be 60, Phase 2 Proposal: should be 3DES-SHA-
Diffie Hellman Group 2 (1024bit), Local Network: Should be the network and subnet of
the local store, and Remote Network: Should be the network and subnet of the Remote

Location

NOTE: All references to remote location is remote to the snapgear, not to the server. If this snapgear is at a customer’s
remote location, this will be referring to the MAIN location. All References to Local is the location of the snapgear.
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SNAP. IPSec VPN Setup
; m General Settings Add new Tunnel Certificate Lists
et
@ Metwork Setup =
@ DHCP Server ala ol | .
@ QoS Traffic Shaping Phase 2 Froposal | 3DES-SHA Diffie Hellman Group 2 (1024kif) |
Logal Metwork:  [132.168.1.0 es5.255.2850 |
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@ Incoming Access
@ Packet Filtering
@ Rules
@ Intrusion Detection
@ Access Control
@ DITE VBN Client
@ DITE VPN Server
@ L2TP VPH Chient
@ L2TP VP Server
O IBSec
= v
Done

25. Hit Apply, and You are done. Configure the other router the same way, and the tunnel

should come up.

26. When the tunnel comes up, it should show running
NOTE: You will have to click the refresh button to show the new status.

27. Label the LAN and WAN IP Addresses to the Snapgear device and box.



